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VR1 (config)#ip dhep pool /873545 FK

VR1 (dhep—config)#network /2172553 Bic i) 1
HEYE

VR1 (dhcp—config)#default—router //i 3% 1%
BB SR ER I

VR1 (dhcp—config)#ip dhcp excluded—address
JIEARBUR B 25 TP v 55 00 i ik

The network topology of the enterprise’s IPSec—VPN

VR1 (dhcp—config)#option 150 ip //Cisco it
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323/MGCP/SIP 45 , S Bt H i S TE W20 E , 52 ik
R ALE TR, BUE a2 IR

VR1 (config)#telephony—service //FF )i} H1G
Hiz 55
VR1 (config—telephony)#max —ephones /%%
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VR1 (config-telephony)#max—dn /7514
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VR1 (config—telephony)#ip source—address //
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VR1 (config)#ephone—dn /2 HLEH RS

VR1 (config—ephone—dn)#number //H {55

VR1 (config)#ephone //HLIEYIFES B E

VR1 (config—ephone)#mac—address /45 1P
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VR1 (config—isakmp)#hash md5 /744 56 %%
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VR1 (config—isakmp)#encryption des /&
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VRI1 (config—isakmp )#authentication pre—share
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VR (config)#crypto isakmp key //IKE J5E%%
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VR (config—crypto—map )#set peer //Z05E +5
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VR1 (config—crypto—map )#match address /]
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VR1(config—if)#ip nat outside
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VR1 (config)#ip route //BRINH T AHIFA
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VS1  (config—if)#switchport access vlan //7E
Cisco IP HL T 42 S H AL A g F I VLAN

VS1  (config—if )#switchport voice vlan 1 //i&
# VLAN

VS1 (config—if)#switchport mode trunk /&
% H e AT ALY B T B trunk T8
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File Name: |index.html

<html>

<centers<font size="+6' color="red' IR </ font></centers
<hr=<center=<font size="+6' color="blue'><i>

Welcome to LQP's Web</i></font></center>

</html=

Name 'www.lqp.ccm Type A Record v

Address [202.101.172.1

[ #in ] [ Save ] [ FE ]

Details

No. Name Type
] 202.101.172.1
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www.lgp.com

2 WWW #1 DNS FRE B E
Fig.2 The configuration of WWW server and DNS server
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Application of voice—over—IP in virtual private network and
network performance

LI Qing-ping
Department of Information Technology & Application,Zhejiang Yuying College of Vocational Technology ,Hangzhou 310018, China

Abstract: To study the voice—over— internet protocol (VoIP ) data transmission through virtual private net-
work (VPN) based on internet protocol security (IPSec) and the influence on network performance, an enter-
prise’s VPN network topology was designed based on the analysis of IPSec technology , tunnel encapsulation
technology and VPN technology. The configuration and the function were explained on the voice router and
the voice switch and the outgoing server, the network performance was simulated and analyzed based on OP-
NET performance. The results show that VPN can further complicate the configuration because of its tunnel
encapsulation technology and encryption measures, such as data confidentiality, data integrity and authenti-
cation, etc.;in the process of the VPN tunnel transmission, VolP voice data has low packet lost rate, but the
transfer rate becomes slow and the network delay increases;the obvious network jitter, slow convergence
speed, low VolP quality are caused by IPSec security policy.

Keywords:internet protocol security;virtual private network;voice —over —IP; Network Performance;Network
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