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Fig.1 The detection model of injection attack
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Fig.2 The platform of experimental environment
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Tabel 2 The comparison results of detection effect
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Detection of SOAP message—oriented injection attacks on Web services

WU Chang-qin, WANG Chuan-an
College of Mathematical and Information, Anhui Science and Technology University, Fengyang 233100, China

Abstract: SOAP message—oriented injection attacks have great impacts on prospects and applications of Web
services; however, there is not an effective injection attacks detection method now. We proposed a method to
detect injection attacks based on behavior patterns. In this method, the behavioral patterns of the legal behav-
ior were characterized by characteristic substring sequences of different lengths, and the sequence supports
were used to construct the normal behavior profiles in modeling stage of Web-access log message behavior.
According to the complex and volatile features of injection attacks, a detection model based on matrix simi-
larity matching and decision threshold was proposed. Compared with other classical detection models in exper-
iments, the proposed method has better detection rate and false positive rate, showing good detection effects
on injection attacks.

Keywords: injection attacks; SOAP messages; Web services; behavior profiles
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